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Introduction

Joshua “Null” Moon stared in disbelief at the email. He wondered how a company that had signed a legally binding contract with his platform, Kiwi Farms, could suddenly cease all services. The email from Cloudflare announced it would no longer protect Kiwi Farms from cyber threats. 

As an internet infrastructure provider, Cloudflare offered a wide array of services. Cloudflare served Kiwi Farms by providing security features that protected against cyber threats. Without Cloudflare or a substitute service provider, Kiwi Farms would not be able to operate. In August 2022, a campaign began to push Cloudflare to fire Kiwi Farms as a customer. Cloudflare CEO Matthew Prince decided that firing Kiwi Farms was necessary because content posted on the site posed an immediate threat to human life (Prince, 2022b). Prince’s decision didn’t answer Moon’s question: how could Cloudflare break their contract?

Kiwi Farms

[bookmark: _Hlk136363911]Kiwi Farms began as a Wiki site for expressing opinions about notable internet personalities. The site grew into a full-fledged forum known as CWCKi. In 2015, the forum was re-branded to Kiwi Farms. The forum evolved into a venue for those opposing views of queer and neurodivergent people online. There was a spike of activity on the site as people used it to organize the harassment of Clara Sorrenti, a Twitch Streamer and trans woman activist.  

On August 5, 2022 police in London, England responded to an email sent to city councilors claiming, falsely, that Sorrenti had murdered her mother and was planning a mass shooting (Farokhmanesh, 2022; Collins & Tenbarge, 2022). Sorrenti believed someone participating in the Kiwi Farm’s harassment campaign made the false report (Farokhmanesh, 2022). She described her experience when the command team arrived and her attempts to escape further harassment (Tapper, 2022): 

I went out into the hallway, they told me to put my hands up. Honestly in that moment, I thought I was going to die. I'd screamed like as soon as I saw the gun…and I thought that if I got far away and went to a different continent, they wouldn’t be able to do the same thing. And then it turned out I was wrong (Tapper, 2022).  

In the days that followed, Sorrenti and her family members received threatening messages. Her UberEats account was hacked. She changed her residence several times; each time, online trolls had deliveries made to her new location to make it clear they knew how to track her (Farokhmanesh, 2022). 

Kiwi Farms enjoyed online security protection from Cloudflare while its users expressed opinions about Sorrenti and formed plans to harass her. This continued until Cloudflare decided to fire Kiwi Farms as a customer for the actions of its users. In the minds of the Kiwi Farms users their activities online were part of the freedom of expression and should not be stopped.

Freedom of Expression

Historically, First Amendment rights under the US Constitution were seen as inalienable rights.  In the United States, freedom of expression was closely aligned with First Amendment rights (Patterson, 2006). The importance of protecting First Amendment rights became a point of great attention beginning in the 1930s. Justice Harlan Fiske Stone explained in footnote 4 of U.S. v. Carolene Products Co., 304 U.S. 144 (1938) that the US Supreme Court must give special attention to protecting individual rights like those found in the First Amendment. Justice Stone maintained that the court could apply a rational basis test to examine economic legislation but that any legislation impacting individual rights must be subjected to a strict scrutiny standard or review. However, freedom of expression was not absolute. In Brandenburg v. Ohio (1969), the US Supreme Court stated that the First Amendment would not protect speech “…directed to inciting or producing imminent lawless action and is likely to incite or produce such action.” 
 
Firing the Customer

Internet infrastructure providers like Cloudflare did not want liability for the actions of their customers. Many included clauses in their service contracts requiring customers follow certain policies. Those terms generally include a prohibition against illegal activity (Hon & Walden, 2012). If a customer like Kiwi Farms violated those terms, their internet infrastructure provider could cut off their service, effectively firing them as a customer. 

In response to the continuing harassment, Sorrenti began a social media campaign pressuring Cloudflare to fire Kiwi Farms as a customer (Farokhmanesh, 2022). Initially, Cloudflare CEO Matthew Prince took a neutral position and claimed he did not want to make moral judgments (Prince, 2022a). Three days later, he announced that Cloudflare would no longer provide services to Kiwi Farms (Prince, 2022b). 

Kiwi Farms wasn’t the first customer Cloudflare fired because of content. Cloudflare terminated services to The Daily Stormer in 2017 and to 8chan in 2019 (Newman, 2019; Roose, 2019). CEO Prince once questioned the fairness of the standards he used to make such determinations and if he had the right to do so. He told one reporter, “I woke up in a bad mood and decided someone shouldn’t be allowed on the internet. No one should have that power” (Roose, 2019). Under contract law, a party to a contract like Cloudflare owed a duty of good faith and fair dealing to the other party (Restatement of Contracts, 1981). An abuse of power by Cloudflare could violate that duty. One way Cloudflare could abuse power was using an unfair process to determine a customer was violating policies. 

To Josh Moon and the users of Kiwi Farms, the decision to stop providing them services was confusing and, given their belief in freedom of expression, unjust. 
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